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Introduction

The FCP_FAZ_AD-7 .4 certification, associated with the FortiAnalyzer 7.4 Administrator role, validates a
professional’s ability to configure, manage, and operate Fortinet’s centralized logging and analytics platform. It
represents competency in handling security event data, maintaining system operations, and producing actionable
insights from network activity. This certification is relevant in modern security environments where centralized
visibility, compliance reporting, and incident monitoring are essential.

About This Training / Certification

This certification assesses the skills required to administer FortiAnalyzer in operational environments, including
system setup, device integration, and data analysis workflows. It is positioned at an intermediate level and
assumes a working understanding of networking and security fundamentals. The certification fits within a broader
security operations learning path, supporting roles that require visibility into network events, log correlation, and
reporting for analysis and compliance purposes.

What We Offer (AAAdemy)

AAAdemy provides structured training resources designed to support certification preparation and skill
development across a wide range of IT domains. Our learning materials are built around clear knowledge
structures, practical study guidance, and exam-oriented practice to help learners progress with confidence.

We offer well-organized knowledge explanations that break down complex topics into clear, understandable
sections aligned with official exam objectives and real-world skill requirements. Each topic is designed to support
both conceptual understanding and practical application.

Our study plans and learning guidance help learners follow a logical progression, focusing on key concepts,
common pitfalls, and effective preparation strategies. This approach enables learners to study efficiently while
maintaining a clear view of their learning goals.

To reinforce understanding, AAAdemy also provides practice questions and exam-focused insights that reflect
typical certification scenarios. These resources are intended to help learners evaluate their readiness and
strengthen their confidence before taking an exam.

All content is designed for flexible, self-paced learning, allowing individuals to study independently or alongside
their existing professional or academic commitments.
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Knowledge Overview

Domain: System Configuration

This area focuses on the initial setup and ongoing configuration of FortiAnalyzer. Candidates are expected to
understand system settings, resource management, and the foundational components required to ensure stable
and efficient platform operation.

Domain: Device Management

This domain covers the integration and management of network devices that send logs to FortiAnalyzer. It
includes understanding how devices are registered, organized, and maintained to ensure consistent and reliable
log collection across the infrastructure.

Domain: Logs and Reports Management

Candidates should understand how logs are collected, stored, and analyzed, as well as how reports are
generated from this data. This includes working with log views, filters, and report templates to transform raw data
into meaningful operational and security insights.

Domain: Administration

This area emphasizes administrative control and maintenance of the FortiAnalyzer environment. It includes user
management, access control, system monitoring, and routine administrative tasks required to maintain system
integrity and availability.

Detailed Knowledge Explanation

FCP_FAZ_AD-7.4 System Configuration

The strategic necessity of a robust system configuration serves as the essential architectural foundation for
achieving comprehensive network visibility and maintaining log integrity. In an enterprise FortiAnalyzer
deployment, initial environmental settings are not merely administrative tasks; they dictate the ultimate
performance, scalability, and reliability of the entire security fabric. A hardened baseline ensures that the
ingestion of telemetry remains consistent, providing the necessary data for forensic accuracy and operational
stability during high-volume security events.

1. Initial Setup

Integrating FortiAnalyzer into the network infrastructure begins with establishing stable network connectivity and
secure management access through a precise configuration of the management plane. This process requires the
assignment of a unique static IP address to the management interface to prevent the communication disruptions
inherent in dynamic addressing. Beyond the IP, the configuration of a correct default gateway and reliable DNS
resolution—such as utilizing Google DNS at 8.8.8.8—is mandatory for the system to interact with external
subnets and resolve domain names during firmware updates or lookups. Equally critical is the synchronization of
time through Network Time Protocol (NTP) servers, utilizing redundant sources like pool.ntp.org to maintain
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millisecond accuracy. This temporal consistency is vital because every log entry across the security fabric is
timestamped based on the system clock, and any discrepancy would compromise the ability of an architect to
correlate disparate log events into a single, cohesive timeline during critical forensic investigations.

2. High Availability (HA)

To eliminate single points of failure, FortiAnalyzer utilizes redundancy models that ensure continuous operation
even during hardware or link failures. In an Active-Passive configuration, a primary node handles all active traffic
and management tasks while a secondary node remains on standby, synchronizing configurations and log data in
real-time. If the primary node fails, the failover mechanism triggers a role transition. In FortiAnalyzer HA, node
priority logic is specific: a lower priority number makes a node more likely to become the primary during failover.
Alternatively, Distributed Storage modes focus on spreading log data across multiple nodes to enhance
performance and redundancy simultaneously. Architects must regularly review HA status and failover logs to
ensure that the synchronization of the management and data planes remains intact.

3. RAID Management

Redundant Array of Independent Disks (RAID) configurations allow architects to balance the trade-offs between
data redundancy and read/write performance. RAID 0 utilizes striping to maximize speeds but offer no
redundancy, meaning a single disk failure results in total data loss. RAID 1 prioritizes data integrity through
mirroring, while RAID 5 balances performance and safety by distributing parity information across at least three
disks. Because log-heavy environments place extreme stress on hardware, a procedural framework for
monitoring disk health and replacing failed disks promptly is necessary to prevent catastrophic data loss in
environments with high ingestion rates.

4. FortiAnalyzer Core Concepts

The system operates in two primary modes: Analyzer and Collector. The architectural "why" behind this
distinction lies in scalability. Collector mode is optimized for high-volume environments, specializing in gathering
logs from numerous devices and forwarding them to a central unit to offload the ingestion workload. In contrast,
Analyzer mode handles the full lifecycle of data, including ingestion, storage, deep correlation analysis, and the
generation of sophisticated reports. This tiered approach allows organizations to scale their architectures by
distributing the collection points while centralizing the intelligence and reporting functions.

5. Device Registration and ADOM Configuration

The workflow for onboarding security assets involves enabling Administrative Domains (ADOMs) and registering
devices via the GUI or CLI. By navigating to System Settings > Advanced Settings to enable ADOM
management, administrators can create logical partitions for multi-tenant data isolation. For registration, the
FortiGate must be pointed to the FortiAnalyzer IP using the CLI command set fortianalyzer within the log
setting context. ADOMs ensure that logs from one business unit, such as Finance, remain strictly isolated from
HR, facilitating role-based access control and meeting privacy mandates in complex enterprise or Managed
Service Provider (MSP) environments.

6. Log Storage Management
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Effective log storage requires a synthesis of retention policies and transmission protocols. While UDP port 514 is
the default for high-speed, real-time logging, TCP port 601 and the proprietary Optimized Fortinet Protocol
(OFTP) provide reliable delivery through error correction and retransmission. Architects optimize internal disk
resources by employing log compression for older data and utilizing external storage options like Network File
System (NFS). These strategies ensure the system meets long-term compliance mandates without exhausting
local hardware capacity.

7. Device Log Troubleshooting

Maintaining continuous log ingestion requires a specific diagnostic framework. Architects should first verify log
reception by running a "diagnostic log test" on the FortiAnalyzer. If logs are missing, the focus shifts to verifying
firewall port status—ensuring UDP 514 or TCP 601 is not blocked—and checking the FortiGate’s configuration.
Monitoring disk capacity is equally critical; if storage reaches its threshold, the system may discard incoming logs.
Proactively clearing old logs or expanding storage via NFS ensures that the security posture remains visible and
uninterrupted.

As these hardened system configurations are finalized, the deployment transitions from a static platform to an
active management ecosystem capable of handling dynamic security telemetry.

8. System configuration Practice Question

Q1: Which of the following is the primary reason for assigning a static IP address to the FortiAnalyzer
management interface?

A) It allows dynamic allocation of addresses for remote devices.

B) It ensures consistent access for administrators and connected devices.

C) It enables FortiAnalyzer to act as a DHCP server.

D) It is required to enable high availability (HA) mode.

Q2: When configuring FortiAnalyzer, which network component must be correctly set to enable communication
with external networks such as FortiGuard services or remote FortiGates?

A) DNS Server

B) NTP Server

C) Default Gateway

D) Static Route

Q3: What is the primary role of Network Time Protocol (NTP) in FortiAnalyzer configuration?
A) To synchronize FortiAnalyzer’s system time for accurate log timestamps.

B) To allow FortiAnalyzer to manage network traffic efficiently.

C) To provide IP addresses to connected devices.

D) To encrypt logs before sending them to FortiAnalyzer.

Q4: In an Active-Passive High Availability (HA) setup, what happens when the primary node fails?
A) The entire FortiAnalyzer system stops functioning until manually restarted.

B) The secondary node takes over and continues operation seamlessly.

C) Logs and configurations must be manually transferred to the backup node.

D) The HA setup automatically configures a new primary node from scratch.
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Q5: Which RAID level is best suited for FortiAnalyzer environments that require both redundancy and
performance?

A)RAID O

B) RAID 1

C) RAID 5

D) RAID 10

Q6: What is the primary function of FortiAnalyzer when operating in Analyzer Mode?
A) Acting as a log forwarding device without storing logs locally.

B) Collecting, analyzing, and generating reports from security logs.

C) Distributing logs across multiple FortiAnalyzer nodes for redundancy.

D) Managing network traffic for FortiGate devices.

Q7: Which of the following steps is NOT required when adding a FortiGate device to FortiAnalyzer?
A) Assigning the device to an ADOM (Administrative Domain).

B) Enabling log forwarding on the FortiGate device.

C) Configuring a static route to the FortiAnalyzer.

D) Assigning the FortiAnalyzer's IP address on the FortiGate device.

Q8: What is the primary purpose of the Collector Mode in FortiAnalyzer?

A) To collect logs and forward them to an Analyzer Mode device for processing.
B) To analyze and store logs for reporting and compliance auditing.

C) To manage security policies and configurations for FortiGate devices.

D) To provide redundancy in an HA cluster.

Q9: Which protocol is commonly used for sending logs from FortiGate to FortiAnalyzer?
A)HTTP

B) SSH

C) UDP

D) RDP

Q10: If a FortiAnalyzer system is running out of storage space, what is the best way to manage log retention?
A) Delete all existing logs to free up space.

B) Configure log retention policies to automatically delete old logs.

C) Add more FortiAnalyzer devices to share the storage load.

D) Disable log collection to prevent new logs from being stored.

FCP_FAZ AD-7.4 Device Management

Effective device management is not merely about connecitivity; it is about creating a structured, synchronized,
and scalable ecosystem for security intelligence. By centralizing the oversight of all Fortinet assets,



AAAdemy | https://www.aaademy.com
administrators can ensure that the telemetry flowing into the analyzer is accurate, consistent, and logically
organized for high-fidelity analysis.

1. Device Registration

Architects can choose between manual addition using serial numbers for controlled environments or
auto-discovery methods to streamline large-scale deployments. Security is established through pre-shared keys
or certificate-based authentication, which creates a trusted relationship between the analyzer and its clients. This
prevents unauthorized devices from injecting fraudulent data into the security fabric, maintaining the integrity of
the collected logs.

2. Device Communication

The log transfer process is the lifeline of the FortiAnalyzer. While standard protocols are common, the use of
encrypted syslog via SSL/TLS is mandatory for secure transmission across untrusted networks or in
compliance-driven industries. To troubleshoot connectivity, administrators utilize diagnostic commands and
network pings to verify that the FortiAnalyzer is reachable and that the necessary communication ports remain
open and service-responsive.

3. Device Group and Policy Management

Organizing devices into groups based on geography or department simplifies administrative overhead in large
deployments. This grouping allows for the application of uniform log storage and filtering policies at the group
level. By filtering out unnecessary logs before they are stored, organizations can significantly optimize storage
consumption and improve the overall performance of the analysis engine by reducing the volume of data it must
index.

4. Automatic Device Configuration Synchronization

The Auto-Sync feature is a critical tool for maintaining policy consistency across large-scale FortiGate
deployments. By automatically distributing log storage policies and event management configurations from the
FortiAnalyzer to target devices, Auto-Sync eliminates the risk of configuration mismatches. This ensures that
every device in the network adheres to the same security and logging standards without requiring manual
per-device intervention.

5. Devices and ADOMs (Administrative Domains)

ADOMs provide the logical isolation necessary for effective Role-Based Access Control (RBAC). By structuring
ADOMs by Business Unit or Geographic Region, organizations enhance multi-tenant security. This ensures that
department-specific administrators can only access logs relevant to their domain, maintaining departmental
privacy and ensuring that clients in an MSP environment never see each other’s data.

6. Log Storage Optimization and Management

To handle massive amounts of log data, architects must distinguish between Log Compression and Scheduled
Archiving. Compression reduces log file sizes to minimize local disk consumption, while Scheduled Archiving
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moves older logs to external storage solutions such as SAN, NAS, or Cloud (AWS S3) to free up space without
impacting performance. Implementing automatic deletion rules—such as retaining critical logs for one year while
deleting traffic logs after 90 days—prevents storage overuse and ensures system stability.

Centralized device management provides the structured data necessary for the transition into high-fidelity log
analysis and professional reporting.

7. Device management Practice Question

Q1: Which of the following methods can be used to register a FortiGate device with FortiAnalyzer?
A) Manual addition using the device's serial number

B) Auto-discovery through network scanning

C) Importing a backup configuration file

D) Both A and B

Q2: When adding a FortiGate to FortiAnalyzer, which setting must be correctly configured on the FortiGate to
ensure log forwarding?

A) Enabling DNS forwarding to FortiAnalyzer

B) Specifying FortiAnalyzer as the log forwarding destination

C) Enabling remote authentication with FortiAnalyzer

D) Configuring FortiAnalyzer as a default gateway

Q3: What is the primary purpose of using pre-shared keys or certificates when registering devices with
FortiAnalyzer?

A) To enable FortiAnalyzer to manage network traffic

B) To establish secure authentication between the device and FortiAnalyzer

C) To encrypt log data before transmission

D) To allow FortiAnalyzer to dynamically assign IP addresses

Q4: What does an "Offline" status indicate for a device in FortiAnalyzer’s device management panel?
A) The device is functioning correctly and actively sending logs.

B) The device has been manually disabled by an administrator.

C) The device is not currently communicating with FortiAnalyzer.

D) The device has exceeded its log storage limit.

Q5: Which protocol is most commonly used for unencrypted log forwarding from FortiGate to FortiAnalyzer?
A) HTTPS

B) Syslog (UDP 514)

C) SNMP

D) RDP

Q6: An administrator is troubleshooting why logs from FortiGate are not appearing in FortiAnalyzer. Which of the
following is the BEST first step to diagnose the issue?

A) Restart FortiAnalyzer

B) Run a ping test from FortiGate to FortiAnalyzer

C) Delete the device from FortiAnalyzer and re-register it

D) Reset the FortiGate device to factory settings
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Q7: Which of the following is NOT a valid reason why FortiAnalyzer might not be receiving logs from FortiGate?
A) The FortiGate device has incorrect log forwarding settings.

B) The firewall is blocking traffic on port 514.

C) The FortiGate has too many policies configured.

D) The network connection between FortiGate and FortiAnalyzer is down.

Q8: What is the purpose of grouping devices in FortiAnalyzer?

A) To reduce network traffic between FortiAnalyzer and FortiGate

B) To apply consistent log retention and storage policies to multiple devices
C) To enable secure communication between FortiAnalyzer and FortiGate
D) To prevent FortiAnalyzer from receiving duplicate logs

Q9: How does enabling Administrative Domains (ADOMs) in FortiAnalyzer improve device management?
A) It allows FortiAnalyzer to manage firewall rules across different devices.

B) It isolates devices into separate administrative zones for better multi-tenant management.

C) It enables real-time log monitoring across all registered devices.

D) It provides encrypted storage for logs in different geographic regions.

Q10: An administrator notices that FortiAnalyzer's storage is running out of space. What is the best action to
manage logs efficiently?

A) Increase the storage capacity of FortiAnalyzer.

B) Configure log retention policies to automatically delete old logs.

C) Disable log collection to free up storage.

D) Export logs manually to a local backup drive.

FCP_FAZ AD-7.4 Logs and Reports Management

Log and report management serves as the primary mechanism for transforming raw network telemetry into
actionable security intelligence and regulatory proof. This layer of the FortiAnalyzer ecosystem allows
stakeholders to move from reactive observation to proactive security governance.

1. Log Storage

The storage hierarchy ranges from local disks for immediate access to NAS and cloud solutions for long-term
retention. Retention policies must be carefully aligned with global compliance standards such as GDPR and
HIPAA. Furthermore, the encryption of stored logs is a security necessity, protecting sensitive data from
unauthorized access through strong encryption algorithms and secured keys.

2. Log Analysis
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FortiAnalyzer facilitates real-time monitoring through Log View and historical investigation through advanced
search tools. Correlation analysis is a critical methodology; by linking disparate events—such as multiple login
failures followed by a single success—the system can uncover complex patterns like brute-force attacks. This
ability to synthesize raw data into attack patterns is what separates basic logging from advanced security
analytics.

3. Report Management

Stakeholders rely on visualized insights for decision-making. FortiAnalyzer provides predefined templates for
common needs, such as bandwidth usage and threat reports, while also allowing for custom templates with
specific charts and filters. Operational efficiency is gained through automated scheduling and distribution via
email in PDF, HTML, or CSV formats, ensuring stakeholders receive recurring insights automatically.

4. Log Transmission Optimization

In high-throughput environments, protocol choice is a performance-dictating decision. UDP offers low latency for
real-time events, while TCP (port 601) ensures reliable delivery for security-critical audits. The proprietary OFTP
provides the best balance for enterprise-scale device synchronization. Furthermore, batch transmission and
priority-based logging—sending security events in real-time while batching informational logs—significantly
reduce network overhead.

5. Log Storage Limitations & Expansion

Proactive monitoring of disk usage is essential to prevent data loss. Administrators must configure alerts to
trigger when capacity exceeds 80%. A tiered storage model is often employed to maintain performance, moving
"cold" data to lower-cost cloud storage while keeping "hot" data on local high-speed disks for active analysis and
reporting.

6. Log Auditing & Compliance

To ensure log integrity, FortiAnalyzer generates a cryptographic hash for each log file, rendering them
tamper-proof for auditors. Read-only storage options further protect the audit trail. Specialized reporting modules
facilitate compliance with GDPR (user access tracking), PCI-DSS (payment system security), and ISO 27001
(retention and access audits), providing the necessary documentation for regulatory inspections.

Robust reporting is only possible when the underlying administrative framework is secure and well-maintained.

7. Logs and reports management Practice Question

Q1: Which of the following is a key reason for implementing log retention policies in FortiAnalyzer?
A) To permanently store all logs for future reference

B) To comply with legal and regulatory requirements

C) To reduce network latency for log transmission

D) To improve CPU performance on FortiGate devices
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Q2: What is the primary advantage of using Network-Attached Storage (NAS) for FortiAnalyzer log storage?
A) It reduces CPU usage on FortiAnalyzer

B) It increases storage capacity beyond the built-in local disk

C) It encrypts logs automatically for better security

D) It reduces the need for log correlation analysis

Q3: When searching for a specific security event in historical logs, which filter is least likely to be useful?
A) Time period

B) Source IP address

C) Usernames

D) Log file name

Q4: Which of the following statements about real-time log monitoring in FortiAnalyzer is true?
A) It is used primarily for historical analysis of past security events.

B) It provides a live feed of logs as they are received by FortiAnalyzer.

C) It only displays logs related to system performance, not security events.

D) It requires logs to be exported before they can be viewed.

Q5: What is the purpose of log correlation analysis in FortiAnalyzer?
A) To filter out duplicate log entries and reduce storage usage

B) To generate custom reports for compliance purposes

C) To link multiple log events and identify security patterns or threats
D) To automatically delete old logs based on retention policies

Q6: An administrator wants to automatically generate and email a weekly network activity report using
FortiAnalyzer. Which feature should be used?

A) Real-time Log View

B) Custom Log Filters

C) Report Scheduling

D) Event Severity Classification

Q7: Which of the following formats is NOT typically available for exporting reports in FortiAnalyzer?
A) PDF

B) CSV

C) HTML

D) DOCX

Q8: Which log transmission method provides the most secure way to send logs from FortiGate to FortiAnalyzer?
A) UDP Syslog (Port 514)

B) TCP Syslog (Port 601)

C) Encrypted Syslog (TLS)

D) OFTP (Optimized Fortinet Protocol)

Q9: An administrator finds that FortiAnalyzer’s storage is nearly full. What is the best solution?
A) Increase the RAM of the FortiAnalyzer device
B) Enable automatic log deletion based on retention policies
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C) Disable logging on all FortiGate devices
D) Manually delete log files from FortiAnalyzer

Q10: Which feature in FortiAnalyzer allows an administrator to detect trends, identify anomalies, and respond to
threats more efficiently?

A) Scheduled Reporting

B) Log Correlation Engine

C) User Activity Monitoring

D) IP Reputation Database

FCP_FAZ_AD-7.4 Administration

Administration is the governance layer that ensures system stability, user accountability, and secure access to the
FortiAnalyzer platform. It provides the controls necessary to manage the system's lifecycle and protect the
integrity of the collected data.

1. User Management

Access is governed through role-based permissions, distinguishing between "Administrators" with full system
access and "Analysts" who are limited to viewing logs and reports. Security is hardened through Two-Factor
Authentication (2FA) via FortiToken and centralized authentication using LDAP or RADIUS. Detailed audit logs
track every user action, providing a clear trail of accountability for configuration changes and log searches.

2. Administrative Domains (ADOMs)

From an administrative perspective, ADOMs are the primary tool for delegating authority while maintaining
isolation. They allow for cross-ADOM collaboration and resource sharing where necessary, but their core function
remains the logical isolation required for different departments or MSP customers. This prevents data leakage
and ensures that administrators only manage the data they are authorized to see.

3. Disk and Backup Management

Strategic administration involves using disk quotas to prevent any single device or ADOM from exhausting
system resources. To ensure resilience, administrators must automate configuration backups to remote FTP or
SFTP servers. This proactive approach facilitates disaster recovery, allowing for rapid system restoration in the
event of hardware failure or data corruption.

4. System Maintenance
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The system lifecycle is managed through regular firmware updates, which provide essential security patches and
features. Architects must always perform a configuration backup before upgrading. Continuous resource
monitoring—tracking CPU, memory, and disk usage—allows for identifying bottlenecks, while the daily review of
system error logs helps identify failed logins or communication issues before they cause service interruptions.

5. User Activity Auditing

The functionality of User Operation Logs, found at System Settings > Log & Report > Admin
Activity Log, provides a granular view of every modification. If a critical misconfiguration occurs, the
Configuration Rollback feature, accessible via System Settings > Configuration History, allows

administrators to revert the system to a previous known-good state, minimizing downtime and correcting
unauthorized changes.

6. Account Security Policies

To protect against unauthorized access and brute-force risks, architects must implement strict account security
policies. These include enforcing a minimum 12-character password complexity, requiring password changes
every 90 days, and preventing the reuse of the last 5 passwords. User lockout policies should be set to trigger
after 3 failed attempts (e.g., a 30-minute lockout), and session timeouts must be configured to prevent session
hijacking in unattended environments.

7. APl Access and Automation Management

For large-scale operations, FortiAnalyzer supports automation via the REST API. Administrators can enable this
under System Settings > Admin Settings to generate API keys for authorized automation. Using Python
or CLI scripts for routine tasks, such as weekly log cleanups or report generation, reduces manual workload,
eliminates human error, and ensures consistency across the log management ecosystem.

Integrated administration completes the FortiAnalyzer ecosystem, ensuring a stable, secure, and highly efficient
logging environment.

8. Administration Practice Question

Q1: Which of the following user roles in FortiAnalyzer has full system access, including configuration
management?

A) Analyst

B) Read-Only User

C) Administrator

D) Security Auditor

Q2: What is the primary purpose of using Role-Based Access Control (RBAC) in FortiAnalyzer?
A) To ensure all users have equal access to all system features

B) To prevent unauthorized users from making critical system changes

C) To increase log storage efficiency

D) To enable two-factor authentication for all users
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Q3: Which authentication method allows FortiAnalyzer to integrate with Active Directory (AD) for centralized user
authentication?

A) Local User Database

B) RADIUS

C) LDAP

D) Two-Factor Authentication (2FA)

Q4: Which security measure in FortiAnalyzer enhances user authentication by requiring two forms of verification?
A) LDAP Integration

B) Two-Factor Authentication (2FA)

C) Role-Based Access Control (RBAC)

D) Session Timeout Policy

Q5: What is the main benefit of using Administrative Domains (ADOMSs) in FortiAnalyzer?
A) ADOMs allow administrators to group logs based on user preference

B) ADOMs help separate logs and configurations for different networks or customers

C) ADOMs automatically encrypt logs for security compliance

D) ADOMs reduce disk space usage by compressing logs

Q6: An administrator wants to create a new ADOM in FortiAnalyzer. What is the first step?
A) Enable ADOM management in System Settings

B) Assign a storage quota to the new ADOM

C) Create a backup of existing logs

D) Add new user accounts to the system

Q7: What is the purpose of disk quota management in FortiAnalyzer?
A) To limit the amount of storage each ADOM or device can use

B) To improve CPU performance on FortiAnalyzer

C) To prevent unauthorized users from accessing log data

D) To increase the speed of log searches

Q8: Which backup method is the most secure for storing FortiAnalyzer logs and configurations?
A) Saving backups to an external USB drive

B) Storing backups on the local disk of FortiAnalyzer

C) Using an SFTP (Secure FTP) server for remote backups

D) Manually copying configuration files to a PC

Q9: What should an administrator do before upgrading the firmware of FortiAnalyzer?
A) Delete all old logs to free up storage

B) Create a full backup of system configurations

C) Disable all active user accounts

D) Reset FortiAnalyzer to factory settings

Q10: Which of the following FortiAnalyzer system monitoring tools helps track CPU, memory, and disk usage in
real-time?

A) Report Scheduler

B) Log Correlation Engine
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C) System Dashboard
D) ADOM Manager

Q11: An administrator wants to review all failed login attempts on FortiAnalyzer. Where should they look?
A) Real-time Log View

B) System Error Logs

C) Audit Logs

D) Configuration Backup Logs

Q12: Which of the following is a best practice to improve security when managing user accounts in
FortiAnalyzer?

A) Allow all users to share administrator accounts

B) Set session timeout policies to automatically log out inactive users

C) Disable password complexity requirements

D) Use the same password for all administrative accounts

Learning Path & Study Advice

Preparation should begin with a clear understanding of networking concepts and the role of centralized logging in
security operations. Learners should first focus on system configuration to understand how FortiAnalyzer is
deployed and maintained. This should be followed by device management to ensure familiarity with how data
sources are integrated. Building on this foundation, attention should shift to log handling and reporting,
emphasizing how raw data is interpreted and used for operational decision-making. Administrative tasks should
be practiced alongside all stages to reinforce system control and governance. A consistent focus on
understanding workflows and data lifecycle within the platform will support deeper comprehension.

Who This PDF Is For

This document is intended for IT and cybersecurity professionals responsible for managing and analyzing
network security data. It is suitable for system administrators, security analysts, and network engineers who have
foundational knowledge of networking and seek to develop skills in centralized logging and analytics. Individuals
working in environments that utilize Fortinet solutions or those pursuing roles in security monitoring and
operations will benefit most from this material.
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Call To Action

This document provides an overview of structured learning and certification preparation approaches. For learners
seeking clear knowledge organization, guided study planning, and exam-focused practice resources, AAAdemy
offers a comprehensive platform to support independent and effective learning.

Explore additional training materials, study guidance, and practice resources at:

https://www.aaademy.com/FCP-in-Network-Security/FCP_FAZ AD-7.4.html

Online Flashcards (Quizlet):

https://quizlet.com/user/AAAdemy/folders/fcp _faz_ad-74-fortianalyzer-74-administrator-flashcards?i=6zfa5t&x=1x
qt

Attachment : Answers by Knowledge Point

System configuration Practice Question

A1: Answer: B) It ensures consistent access for administrators and connected devices.

Explanation:

A static IP address ensures that FortiAnalyzer remains reachable for administrators and connected Fortinet
devices. If a dynamic (DHCP) address were used, the IP could change, disrupting management access and
device connections.

A2: Answer: C) Default Gateway

Explanation:

The default gateway is essential for routing traffic from FortiAnalyzer to networks outside its local subnet. This is
necessary for accessing FortiGuard services, remote FortiGates, and cloud-based services.

A3: Answer: A) To synchronize FortiAnalyzer’s system time for accurate log timestamps.

Explanation:

NTP ensures that FortiAnalyzer maintains accurate time, which is critical for logging, correlation of security
events, and troubleshooting. Without correct time synchronization, logs from multiple devices would be
misaligned, making analysis difficult.

A4: Answer: B) The secondary node takes over and continues operation seamlessly.

Explanation:

In Active-Passive HA mode, the secondary (backup) node constantly synchronizes with the primary. If the
primary node fails, the secondary automatically takes over to ensure continued operation.

A5: Answer: D) RAID 10

Explanation:

RAID 10 combines striping (RAID 0) and mirroring (RAID 1), offering both redundancy and performance
improvement. RAID 5 is also a good balance but has a higher write overhead compared to RAID 10.
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A6: Answer: B) Collecting, analyzing, and generating reports from security logs.

Explanation:

In Analyzer Mode, FortiAnalyzer collects and processes security logs from FortiGate and other devices. It allows
administrators to generate reports, detect security threats, and monitor system activity.

A7: Answer: C) Configuring a static route to the FortiAnalyzer.

Explanation:

A static route is not mandatory for adding a FortiGate to FortiAnalyzer, as long as the devices are in the same
network or use a default gateway for communication. However, log forwarding (B) and ADOM assignment (A) are
required steps.

A8: Answer: A) To collect logs and forward them to an Analyzer Mode device for processing.

Explanation:

Collector Mode is designed to aggregate logs from multiple FortiGate devices and forward them to another
FortiAnalyzer configured in Analyzer Mode, where analysis and reporting occur.

A9: Answer: C) UDP

Explanation:

FortiGate devices use UDP (port 514 by default) to send logs to FortiAnalyzer. UDP is chosen for its low
overhead, but TCP can also be used in environments requiring reliable delivery.

A10: Answer: B) Configure log retention policies to automatically delete old logs.

Explanation:

A log retention policy allows administrators to define how long logs are stored before being deleted. This helps
maintain storage efficiency without losing all historical data.

Device management Practice Question

A1: Answer: D) Both A and B

Explanation:

FortiAnalyzer supports manual registration by entering the device's serial number, as well as auto-discovery by
scanning the network. However, importing a backup configuration (option C) is not a standard method for
registering a device.

A2: Answer: B) Specifying FortiAnalyzer as the log forwarding destination

Explanation:

For FortiAnalyzer to receive logs, the log forwarding settings on FortiGate must be configured to point to
FortiAnalyzer’s IP address and port (default: UDP 514). Without this configuration, logs will not be sent.

A3: Answer: B) To establish secure authentication between the device and FortiAnalyzer

Explanation:

Pre-shared keys and certificates ensure that only authorized devices can connect to FortiAnalyzer, preventing
unauthorized devices from sending logs or accessing the system.

A4: Answer: C) The device is not currently communicating with FortiAnalyzer.

Explanation:

An "Offline" status means that FortiAnalyzer is not receiving logs from the device, which may be due to network
connectivity issues, incorrect log forwarding settings, or firewall rules blocking communication.
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A5: Answer: B) Syslog (UDP 514)

Explanation:

The default protocol for log forwarding in FortiAnalyzer is Syslog over UDP (port 514). Encrypted Syslog can be
used for added security, but unencrypted Syslog over UDP is the most common configuration.

A6: Answer: B) Run a ping test from FortiGate to FortiAnalyzer

Explanation:

A ping test is a simple and effective way to check network connectivity between FortiGate and FortiAnalyzer. If
the devices cannot reach each other, logs will not be transmitted.

A7: Answer: C) The FortiGate has too many policies configured.

Explanation:

The number of policies on FortiGate does not directly affect log forwarding. However, incorrect log forwarding
settings, firewall blocking traffic on port 514, or network connectivity issues can all prevent logs from reaching
FortiAnalyzer.

A8: Answer: B) To apply consistent log retention and storage policies to multiple devices

Explanation:

Grouping devices in FortiAnalyzer helps apply uniform log policies across multiple FortiGates, simplifying
management and ensuring consistent log storage and retention settings.

A9: Answer: B) It isolates devices into separate administrative zones for better multi-tenant management.
Explanation:

ADOMSs (Administrative Domains) allow FortiAnalyzer to manage devices in separate logical groups, preventing
log and configuration conflicts between different organizations or departments.

A10: Answer: B) Configure log retention policies to automatically delete old logs.

Explanation:

Log retention policies allow administrators to automate log storage management, ensuring that only relevant logs
are stored while older logs are deleted based on predefined rules.

Logs and reports management Practice Question

A1: Answer: B) To comply with legal and regulatory requirements

Explanation:

Log retention policies are designed to ensure compliance with regulations such as GDPR, HIPAA, and PCI-DSS,
which require logs to be stored for a specific period before being deleted.

A2: Answer: B) It increases storage capacity beyond the built-in local disk

Explanation:

NAS provides expandable and centralized storage for FortiAnalyzer, making it ideal for large-scale deployments
where local disk storage may not be sufficient.

A3: Answer: D) Log file name

Explanation:

Log searches are typically based on time, IP address, usernames, event types, or severity levels, rather than
specific log file names, which are system-generated and not user-friendly.
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A4: Answer: B) It provides a live feed of logs as they are received by FortiAnalyzer.

Explanation:

Real-time log monitoring allows administrators to watch incoming logs live, which is useful for detecting active
security threats or troubleshooting immediate network issues.

A5: Answer: C) To link multiple log events and identify security patterns or threats

Explanation:

Log correlation helps security analysts connect different log events to uncover attack patterns, such as
brute-force login attempts followed by successful logins from the same IP.

A6: Answer: C) Report Scheduling

Explanation:

Report Scheduling allows administrators to configure FortiAnalyzer to automatically generate and distribute
reports at regular intervals, such as weekly or monthly reports.

A7: Answer: D) DOCX

Explanation:

FortiAnalyzer reports can be exported in PDF, CSV, and HTML formats. However, DOCX (Microsoft Word
format) is not a common export option.

A8: Answer: C) Encrypted Syslog (TLS)

Explanation:

Encrypted Syslog (TLS) secures log data in transit, preventing eavesdropping and tampering. UDP Syslog is fast
but unencrypted, while TCP Syslog improves reliability but lacks encryption.

A9: Answer: B) Enable automatic log deletion based on retention policies

Explanation:

Configuring log retention policies allows FortiAnalyzer to automatically remove older logs, preventing manual
intervention and ensuring compliance with data storage policies.

A10: Answer: B) Log Correlation Engine

Explanation:

The Log Correlation Engine in FortiAnalyzer enables advanced security analysis by linking related log events to
detect threats such as coordinated attacks or insider threats.

Administration Practice Question

A1: Answer: C) Administrator

Explanation:

The Administrator role has full access to FortiAnalyzer, including system settings, log management, and user
access control. Other roles, like Analyst and Security Auditor, have limited privileges.

A2: Answer: B) To prevent unauthorized users from making critical system changes

Explanation:

RBAC allows administrators to assign specific permissions based on user roles, ensuring that users can only
perform tasks relevant to their responsibilities, thus preventing accidental or unauthorized changes.

A3: Answer: C) LDAP
Explanation:
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LDAP (Lightweight Directory Access Protocol) enables FortiAnalyzer to integrate with Active Directory (AD),
allowing centralized authentication and user management.

A4: Answer: B) Two-Factor Authentication (2FA)

Explanation:

2FA adds an extra layer of security by requiring two types of credentials: something the user knows (password)
and something they have (authentication token or app).

A5: Answer: B) ADOMs help separate logs and configurations for different networks or customers
Explanation:

ADOMs enable logical separation of logs and configurations, which is especially useful in multi-tenant
environments or large organizations with different departments managing their own security data.

A6: Answer: A) Enable ADOM management in System Settings

Explanation:

Before creating and managing ADOMs, the ADOM feature must be enabled in the System Settings of
FortiAnalyzer.

A7: Answer: A) To limit the amount of storage each ADOM or device can use

Explanation:

Disk quotas help allocate and control storage usage for different ADOMs or devices, ensuring that no single
entity consumes excessive disk space.

A8: Answer: C) Using an SFTP (Secure FTP) server for remote backups

Explanation:

SFTP ensures that backups are securely transferred and stored remotely, reducing the risk of data loss due to
hardware failure.

A9: Answer: B) Create a full backup of system configurations

Explanation:

Firmware upgrades can sometimes fail or introduce compatibility issues. Creating a backup ensures that the
system can be restored to its previous state if needed.

A10: Answer: C) System Dashboard

Explanation:

The System Dashboard in FortiAnalyzer provides real-time insights into CPU, memory, and disk usage, helping
administrators monitor system performance.

A11: Answer: C) Audit Logs

Explanation:

Audit logs record user activities, including failed login attempts, configuration changes, and access attempts,
making them crucial for security monitoring.

A12: Answer: B) Set session timeout policies to automatically log out inactive users

Explanation:

Session timeouts reduce security risks by ensuring that inactive users are automatically logged out, preventing
unauthorized access if a session is left open.
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